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	Reason for change:
	The work item of Security Assurance Specification for Service Communication Proxy (SCP) was approved at SA3#98e meeting. Before defining a test case for security assurance, it is essential to first analyse the threats that an attacker may launch on the SCP when the requirement is not fulfilled. 

According to TS 23.501 [8] clauses 6.2.19, 7.1.1 and G.2.1, the SCP can be deployed in a distributed manner. For such a SCP, its internal network interfaces are not contained within a single physically protected element. Therefore, it’s defined in TS 33.501 "The SCP shall provide confidentiality, integrity and replay protection for its internal communication over SCP internal network interfaces”. If the communication over its internal interfaces are not well protected, the risk of the SCP’s critical assets being attacked is high. 

Therefore, it is proposed to add a clause in an new Annex for the SCP network product class in TR 33.926 R17 for analysing the potential threats.


	
	

	Summary of change:
	Added a new clause to analyse the threats of unprotected internal interfaces in a normative Annex for the SCP network product class in TR 33.926 R17.
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	Lack of threat anslysis for the purpose of the test case for security assurance.
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************
[bookmark: _Toc19783276][bookmark: _Toc26887060][bookmark: _Toc35533698]X.Y.Z	Threats related to communication within the SCP
[bookmark: _Toc19783277][bookmark: _Toc26887061][bookmark: _Toc35533699][bookmark: _Hlk46751260]X.Y.Z.1		Unprotected Internal Interfaces of the SCP
-	Threat name: Unprotected internal interfaces of the SCP
-	Threat Category: Denial of Service, Spoofing Identity, Tampering of Data, Information Disclosure
-	Threat Description:  According to TS 23.501 [8] clauses 6.2.19, 7.1.1 and G.2.1, the SCP can be deployed in a distributed manner. 


[bookmark: _MON_1621022399][bookmark: _Ref7693676]Figure X.Y.Z.1-1: Architecture from TS 23.501 [8] showing a distributed SCP based on service mesh
When the SCP is a distributed system, there are following threats if the communication over its internal interfaces are not protected:
-	For the messages sent over SBI and terminated in the SCP, an attacker could breach the confidentiality and integrity of the messages sent internally in the SCP from one service agent interfaced with the NF Service Consumer to the other service agent interfaced with the NF Service Producer and vice verse. This can result in information disclosure, data tampering, and denial of service.
-	The discovery and selection parameters or the Routing Bingding Indications in the service requests received by the SCP could be tampered by an attacker, hence the SCP is not able to do correct discovery, selection and routing. This can result in denial of service as well as waste of system resources.
-	The routing and selection policises (from the NRF or locally configured) sent internally from the SCP controller to the SCP agents within the SCP could be tampered by an attacker, hence the SCP is not able to do correct selection and routing. This can result in denial of service as well as waste of system resources.
-	The access tokens and/or client credentials assertions in the service requests received by the SCP could be tampered or removed by an attacker, which will lead to failed authorization and/or authentication. This can result in denial of service as well as waste of system resources.
-	Threatened Asset: SCP Application, Service Messages forwarded/routed between NFs/NF services, Discovery and Selection parameters, Routing Bingding Indication, Routing and Selection policies, Access Token, Client Credentials Assertion, Sufficient Processing Capacity
*************** End of the Change ****************
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